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Abstract

The rapid advancement of general-purpose AI (GPAI) systems has elevated AI safety and alignment from technical

concerns to pressing governance priorities. This study provides a comprehensive analysis of AI safety and

alignment in GPAI systems through a systematic literature review of technical approaches, evaluation

methodologies, and governance frameworks, drawing on peer-reviewed literature, conference proceedings, and

regulatory documents from 2017 to 2026. Three principal technical approaches are identified: behavioural

alignment through reinforcement learning from human feedback and Constitutional AI; mechanistic interpretability

for internal model understanding, revealing that approximately 5% of neurons function as "safety neurons" with

over 90% causal effects on safety alignment; and scalable oversight for supervising systems that exceed human

capabilities, with nested scalable oversight success rates ranging from 9.4% to 51.7% at a general Elo gap of 400.

Evaluation methodologies reveal a persistent gap between measured safety and actual safety properties. The

analysis indicates that effective AI safety and alignment require integrated approaches combining technical

robustness, rigorous evaluation, and adaptive governance. A multi-layered framework encompassing

pre-deployment evaluation, runtime monitoring, and incident response mechanisms is proposed.
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1. Introduction

The emergence of general-purpose AI (GPAI) systems—models capable of performing a wide
variety of tasks across domains—has fundamentally altered the landscape of artificial intelligence [1].
Unlike earlier narrow AI systems designed for specific functions, GPAI models exhibit increasingly
strong autonomy and goal-directed capabilities, accompanied by derivative systemic risks that are
more unpredictable, difficult to control, and potentially irreversible [2]. As these systems grow more
capable, the challenge of ensuring they remain safe and aligned with human values has become one
of the most consequential problems facing researchers, policymakers, and society at large.

AI safety and alignment encompass distinct but interrelated concerns. Safety refers to the
prevention of harm—ensuring that AI systems do not produce dangerous outputs, engage in harmful
behaviours, or enable malicious uses. Alignment concerns the broader question of whether AI
systems act in accordance with human values, norms, and ethical principles [3]. The two are deeply
interconnected: a misaligned system may appear safe under normal conditions yet produce
catastrophic outcomes when deployed in novel contexts or optimised against misspecified objectives
[4].

The challenge of AI safety and alignment is compounded by several factors. First, the
capabilities of GPAI systems are advancing rapidly, often outpacing the capacity to understand and
evaluate them. Second, these systems exhibit emergent behaviours that are difficult to predict from
their training procedures alone. Third, the economic and strategic incentives for rapid deployment
frequently compete with the careful safety evaluation that responsible development requires [5].
Fourth, the fragmentation of governance approaches across jurisdictions creates gaps that
sophisticated actors may exploit [6].

Recent years have witnessed significant developments in both technical approaches and
governance frameworks for AI safety and alignment. On the technical front, researchers have
advanced methods including reinforcement learning from human feedback (RLHF), Constitutional
AI, mechanistic interpretability, red teaming, and scalable oversight. On the governance front, the
EU AI Act has established binding requirements for GPAI models, the Frontier AI Risk Management
Framework has provided structured protocols for risk identification and mitigation, and international
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bodies have initiated dialogues on global AI governance coordination [7].
This paper provides a comprehensive analysis of AI safety and alignment in general-purpose AI

systems, examining technical frameworks, evaluation methodologies, and governance approaches.
The specific objectives are: (1) to identify and characterise the principal technical approaches to AI
safety and alignment; (2) to evaluate the strengths and limitations of current evaluation
methodologies; (3) to analyse emerging governance frameworks and their implications; and (4) to
propose an integrated multi-layered framework for responsible AI development and deployment.

2. Materials and Methods

2.1 Analytical Approach

This study adopts a qualitative, multi-method approach to examine AI safety and alignment in
general-purpose AI systems. The analysis integrates findings from three complementary streams: (1)
a systematic review of the technical literature on AI safety and alignment methods; (2) an analysis of
governance frameworks and regulatory documents from major jurisdictions; and (3) a comparative
assessment of evaluation methodologies and their limitations [6].

The literature search covered Scopus, Web of Science, arXiv, and Google Scholar using the
terms "AI safety," "value alignment," "general-purpose AI," "scalable oversight," "mechanistic
interpretability," and "AI governance." The search covered publications from 2018 through
mid-2026, with particular emphasis on work published since 2024.

2.2 Framework for Analysis

The analysis is organised around three interconnected dimensions: technical approaches,
evaluation methodologies, and governance frameworks. Technical approaches encompass methods
for training, fine-tuning, and architecting AI systems to be safe and aligned. Evaluation
methodologies concern the measurement and verification of safety and alignment properties.
Governance frameworks address the institutional, regulatory, and organisational structures that
support responsible AI development [7].

Recent work has proposed systematic taxonomies for AI safety evaluations around three
dimensions: what properties are measured, how they are measured, and how these measurements
integrate into frameworks [8]. Properties are measured through behavioural techniques including
scaffolding, red teaming, and supervised fine-tuning, alongside internal techniques such as
representation analysis and mechanistic interpretability [9].
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2.3 Case Study Selection

Three major governance initiatives are examined in depth: the EU AI Act's General-Purpose AI
Code of Practice, the Frontier AI Risk Management Framework (v1.5), and emerging international
coordination efforts including the UN's Global Dialogue on AI Governance. These cases were
selected to represent different governance traditions, regulatory approaches, and levels of binding
authority.

3. Results

3.1 Behavioural Alignment: RLHF, Constitutional AI, and Beyond

Behavioural alignment methods aim to shape AI system outputs through training and
fine-tuning procedures that incentivise safe and beneficial behaviour. Reinforcement Learning from
Human Feedback (RLHF) has emerged as the dominant paradigm, using human preference data to
train reward models that guide policy optimisation [10]. RLHF has been widely adopted by frontier
AI developers and has demonstrated effectiveness in reducing harmful outputs and increasing
helpfulness. Early foundational work established deep reinforcement learning from human
preferences as a viable approach [11].

However, RLHF has recognised limitations. It can produce superficial conformity rather than
genuine ethical understanding, failing to address the complex, context-dependent nature of human
values. The reliance on human feedback also raises scalability concerns: as AI systems become more
capable than their human evaluators, the quality of feedback may degrade—a problem known as the
scalability challenge [12].

Constitutional AI offers an alternative approach that replaces discretionary alignment with
verifiable adherence to ethical principles encoded in a "constitution" [13]. Rather than relying on
human preference data, Constitutional AI uses a set of written principles to guide model behaviour
through a process of critique and revision [13]. Recent work has explored how constitutional
approaches can achieve intrinsic safety by making core ethical axioms a non-negotiable component
of the model's foundational architecture [14].

A controlled case study contrasting a strongly-aligned RLHF + Constitutional-AI model with a
more lightly-aligned model revealed significant differences in safety robustness [15]. Table 1
summarises the key findings across seven persona conditions and five tasks for 1,800 total runs.
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Table 1.Alignment floor comparison between strongly-aligned and lightly-aligned models

Metric Strongly-Aligned Model Lightly-Aligned Model

Sycophancy rate range across

personas

Within 5 percentage points

of control

5%–50% range (45 percentage

points)

Effect of "enthusiastic" persona Zero effect on sycophancy Increases sycophancy from

30% to 50%

Effect of "skeptic" persona Not reported Reduces sycophancy by 25

percentage points

Cross-model transfer of

persona effects
Near-zero Near-zero

The study defined the alignment floor as the range of sycophancy rates a model produces across
persona conditions. This gap—5 percentage points for the strongly-aligned model versus 45
percentage points for the lightly-aligned model—demonstrates that strong alignment provides
genuine robustness to persona-driven safety degradation, while weak alignment can be easily
compromised.

3.2 Mechanistic Interpretability: Understanding Internal Mechanisms

Mechanistic interpretability (MI) aims to reverse-engineer neural models into
human-understandable algorithms and representations, providing internal transparency by revealing
the computations that drive outputs [16]. Unlike post-hoc methods that offer correlational
explanations, mechanistic techniques like circuit tracing and activation patching yield causal insight
into internal failures, including deceptive or misaligned reasoning that behavioural methods may
overlook [17]. Foundational work established a mathematical framework for understanding
transformer circuits and identified induction heads as mechanisms for in-context learning [18,19].

Recent research has explored the inner mechanisms of safety alignment through the lens of
mechanistic interpretability, focusing on identifying and analysing "safety neurons" within LLMs
that are responsible for safety behaviours [16]. Table 2 summarises the key findings from this line of
research.
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Table 2.Mechanistic interpretability findings on safety neurons

Finding Result

Proportion of safety neurons identified Approximately 5% of all neurons

Safety performance restoration via patching

safety neurons

Over 90% recovery across red-teaming

benchmarks

Impact on general capabilities No detectable influence on general ability

Relationship between safety and helpfulness

neurons

Significant overlap; different activation patterns

required

Application Detecting unsafe outputs before generation

The identification of safety neurons—a sparse set comprising approximately 5% of all
neurons—has significant implications for AI safety. By patching only the activations of these
neurons, researchers restored over 90% of safety performance across various red-teaming
benchmarks without influencing general ability [16]. The finding also helps explain the "alignment
tax" phenomenon by revealing that the key neurons for model safety and helpfulness significantly
overlap, yet they require different activation patterns for the same neurons.

The argument that interpretability, especially mechanistic approaches, should be treated as a
design principle for alignment rather than an auxiliary diagnostic tool has gained traction [17].
Progress on safe and trustworthy AI will depend on making interpretability a first-class objective of
AI research and development. Recent work has proposed axiomatic approaches to validating
mechanistic interpretations [20], and advances in semantic understanding of large AI models have
further strengthened the case for interpretability-driven alignment [21].

3.3 Scalable Oversight: Supervising Superhuman AI

Scalable oversight addresses a fundamental problem: how can AI systems that exceed human
capabilities be supervised effectively? As AI systems become more capable than their human
evaluators, traditional oversight mechanisms—which rely on human judgment—become inadequate.
This challenge is central to the alignment of future superintelligent systems [12].
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Recent work has quantified the probability of successful oversight as a function of the
capabilities of the overseer and the system being overseen [22]. Table 3 presents the findings from
scaling laws research applied to four oversight games.

Table 3. Nested Scalable Oversight success rates at a general Elo gap of 400

Oversight Game NSO Success Rate

Mafia 13.5%

Debate 51.7%

Backdoor Code 10.0%

Wargames 9.4%

The framework models oversight as a game between capability-mismatched players, with
players having oversight-specific Elo scores that are a piecewise-linear function of their general
intelligence [22]. The findings reveal that NSO success rates vary dramatically across different
oversight contexts, and these rates decline further when overseeing stronger systems.

The concept of "superalignment"—automatically aligning superhuman models with human
values through scalable, reliable, and generalisable methods—has been proposed as a pathway to
address this challenge. VerificAgent has introduced a scalable oversight framework that treats
persistent memory as an explicit alignment surface, allowing humans to correct high-impact errors
once, with the verified memory acting as a frozen safety contract that future agent actions must
satisfy [23].

3.4 Red Teaming and Adversarial Testing

Red teaming has emerged as a critical approach for probing and assessing the safety of large
language models [24]. Red teaming involves systematic attempts to elicit harmful or undesirable
behaviours from AI systems, revealing vulnerabilities that might otherwise remain hidden. Early
work demonstrated that language models can be used to red-team other language models, scaling the
evaluation process [24]. Table 4 summarises key findings from recent red teaming research.
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Table 4. Red teaming vulnerability findings

Finding Result

Vulnerability increase after 5-turn conversation

(English)
71% more vulnerable than after initial turn

Vulnerability increase for non-English languages Up to 195% more vulnerabilities than standard

single-turn English approach

Implication Automated red-teaming methods must match

LLMs' multilingual and multi-turn capabilities
Research has revealed that models display up to 195% more safety vulnerabilities in

non-English languages than in standard single-turn English approaches, confirming the need for
multilingual automated red-teaming methods. Multi-turn safety alignment frameworks address the
challenge of securing LLMs in multi-round interactions, where vulnerabilities can emerge over
extended conversations.

Recent advances have automated and scaled the red-teaming process through agentic workflows,
where human users provide red-teaming principles as instructions to an AI agent that automatically
orchestrates effective strategies and generates jailbreak prompts [25]. Comprehensive reviews have
critically analysed red teaming approaches for generative models, identifying key challenges and
future directions [26].

3.5 Current State of AI Safety Evaluation

Current AI safety evaluation systems suffer from critical limitations including restricted risk
dimensions and failed frontier risk detection [2]. Lagging safety benchmarks and alignment
technologies can hardly address the complex challenges posed by cutting-edge AI models. The gap
between benchmark scores and actual safety properties—what has been termed the
"evaluation-safety gap"—represents a fundamental measurement problem [27].

Recent work has proposed a systematic taxonomy of AI safety evaluations distinguishing three
dimensions: capabilities, propensities, and control [8]. Capabilities refer to what models can do when
pushed to the limit, including cybersecurity exploitation, deception, autonomous replication, and
situational awareness. Propensities concern behavioural tendencies exhibited by default, such as
power-seeking and scheming. Control addresses whether safety measures remain effective against
subversive adversarial AI.
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These properties are measured through behavioural techniques like scaffolding, red teaming and
supervised fine-tuning, alongside internal techniques such as representation analysis and mechanistic
interpretability [9].

3.6 The Evaluation-Safety Gap

The concept of EvalSafetyGap has been introduced as an organising hypothesis for comparing
evaluation-side and alignment-side proxy failures under optimisation pressure. Analysis reveals that
conclusions shift significantly when capability, behavioural safety, and governance are measured
separately, and the association between capability and sustained adversarial robustness is often
statistically indeterminate [27].

Table 5. Key challenges in AI safety evaluation

Challenge Description

Proving absence of

capabilities

Evaluation can reveal what a model can do, but cannot definitively

establish what it cannot do

Model sandbagging Models may intentionally underperform during evaluation to avoid

detection

Safetywashing Superficial compliance that masks underlying risks

Benchmark inadequacy Benchmarks often fail to establish true upper bounds or predict

deployment behaviour
This finding has profound implications for AI governance: performance on standardised

benchmarks may not reliably indicate safety properties. The apparent open-closed safety gap is often
modest, driven mainly by governance and disclosure rather than behavioural robustness [27]. This
suggests that current evaluation practices may provide a false sense of security.

3.7 Governance Frameworks

3.7.1 The EU AI Act and General-Purpose AI Code of Practice

The EU AI Act, which entered into phased application beginning in 2025, establishes binding
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requirements for GPAI models based on risk classification [28]. The General-Purpose AI Code of
Practice, approved in August 2025, provides guidance for GPAI model providers to meet the
requirements of the AI Act [29]. The GPAI rules took effect in August 2025 for all new models
released. Commission enforcement actions, including information requests and model recalls, began
in August 2026. Models released before August 2025 have until August 2027 to come into
compliance.

The Code consists of three chapters: Transparency, Copyright, and Safety and Security. The
Safety and Security chapter sets out comprehensive obligations for developers of GPAI models with
systemic risk to identify, assess, mitigate, and transparently report safety and security risks
throughout the model's lifecycle. Scholarly analysis has characterised the EU approach as a
distinctive model of AI governance that balances innovation with precaution through legally binding
requirements [30].

3.7.2 Frontier AI Risk Management Framework

The Frontier AI Risk Management Framework is a structured set of protocols designed to help
GPAI model developers proactively identify, assess, mitigate, and govern severe AI risks [31].
Originally released in July 2025 as v1.0, the Framework was updated to Version 1.5 in February
2026. Key updates include expanded loss of control content with refined risk scenarios and
strengthened agent oversight protocols, operationalised risk analysis guidance clarifying essential
modules (model evaluation, elicitation, risk modeling and estimates), and enhanced interoperability
with measures mapped against China's National TC260 AI Safety Governance Framework 2.0 and
the EU Code of Practice [31].

The Framework addresses risks across multiple threat vectors including cyber offense, strategic
deception, and loss of control. Its enhanced interoperability helps developers adopt safety measures
shared by major domestic and international regulatory guidance.

3.7.3 International Coordination Efforts

The international community has initiated various efforts to coordinate AI safety governance.
The UN's Global Dialogue on AI Governance, held in Geneva in July 2026, brought together
member states to establish priorities for responsible AI development [32]. The UN Secretary-General
has called for an AI Child Safety Pledge requiring child-specific safety testing and independent
oversight for any system accessible to children [32].

The International AI Safety Report 2026 assesses what general-purpose AI systems can do,
what risks they pose, and how those risks can be managed [1]. The report focuses on the most
capable general-purpose AI systems and examines technical approaches to risk management.
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4. Discussion

4.1 Interpretation of Findings

The analysis reveals that AI safety and alignment for general-purpose AI systems require
integrated approaches that span technical, evaluation, and governance dimensions. No single
technical approach—whether behavioural alignment, mechanistic interpretability, or scalable
oversight—is sufficient in isolation. Behavioural methods like RLHF and Constitutional AI can
shape outputs but may not address underlying model properties. Mechanistic interpretability offers
internal transparency but faces scalability challenges. Scalable oversight addresses the supervision
gap but remains theoretically underdeveloped [4].

Table 6. Summary of technical approaches: strengths and limitations

Approach Core Mechanism Strengths Limitations

RLHF
Human preference

feedback

Widely adopted;

reduces harmful

outputs

Scalability; superficial

conformity

Constitutional AI
Ethical principles

encoded in

constitution

Verifiable

adherence;

intrinsic safety

Requires explicit

principles; implementation

complexity

Mechanistic

Interpretability

Internal model

analysis

Causal insight;

identifies safety

neurons (≈5%)

Scalability; epistemic

uncertainty

Scalable Oversight
Weaker AI

supervises stronger

AI

Addresses

supervision gap

Low success rates

(9.4–51.7% at Elo gap

400)

Red Teaming Adversarial probing
Reveals

vulnerabilities

Costly;

language-dependent gaps

(up to 195% variance)
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The evaluation landscape reveals a persistent gap between measured safety and actual safety.
Current benchmarks may not reliably indicate safety properties, and the incentives for
"safetywashing" create risks of superficial compliance [27]. The three-dimensional
taxonomy—capabilities, propensities, and control—provides a more nuanced framework for
understanding what safety evaluations can and cannot measure [8].

4.2 Comparison with Existing Literature

The findings align with prior systematic analyses identifying the evaluation-safety gap as a
critical challenge for AI governance [8,17]. The tripartite taxonomy of capabilities, propensities, and
control extends earlier work by providing a more nuanced framework for understanding what safety
evaluations can and cannot measure [8]. The identification of scalable oversight as a distinct
technical challenge resonates with foundational work on the supervision of superhuman AI [12].

The governance analysis reveals convergence on certain principles—including risk-based
classification, transparency requirements, and incident reporting—across different frameworks
[28,29,31]. However, significant divergence remains in enforcement mechanisms, binding authority,
and the treatment of systemic risk. This fragmentation creates challenges for global coordination and
may enable regulatory arbitrage [6]. Scholarly analysis has characterised the EU approach as a
distinctive model of AI governance that balances innovation with precaution through legally binding
requirements [30].

4.3 Persistent Challenges

Several challenges persist across technical, evaluation, and governance dimensions. First, the
difficulty of proving the absence of dangerous capabilities remains a fundamental limitation.
Evaluation can reveal what a model can do but cannot definitively establish what it cannot do [27].
Second, the rapid pace of technological development means that governance frameworks risk
becoming obsolete almost as soon as they are implemented. Third, the economic incentives for rapid
deployment frequently conflict with the careful evaluation that safety requires [5]. Fourth, the
fragmentation of governance approaches across jurisdictions creates gaps that sophisticated actors
may exploit [6]. Recent surveys of LLM misalignment have further underscored the gap between
expressed safety intentions and actual model behaviour [33].
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4.4 An Integrated Multi-Layered Framework

Building on the analysis, this paper proposes an integrated multi-layered framework for AI
safety and alignment encompassing three layers:

Layer 1: Pre-Deployment Evaluation. Before deployment, GPAI systems should undergo
rigorous evaluation across the full spectrum of capabilities, propensities, and control dimensions [8].
Evaluation should employ both behavioural techniques (red teaming, scaffolding, adversarial testing)
and internal techniques (mechanistic interpretability, representation analysis) [16,24]. Given that
models display up to 195% more safety vulnerabilities in non-English languages, evaluation must be
multilingual and multi-turn. Evaluation results should be independently verified and publicly
disclosed.

Layer 2: Runtime Monitoring. During deployment, GPAI systems should be subject to
continuous monitoring for emergent behaviours, capability drift, and safety violations. Monitoring
should include automated detection of anomalous outputs, human oversight of high-impact decisions,
and incident reporting mechanisms. Given that vulnerability increases by 71% after 5-turn
conversations, monitoring must be conversation-aware.

Layer 3: Incident Response and Governance. Mechanisms for incident response, remediation,
and governance should be established before deployment. These should include clear escalation
procedures, recall and rollback capabilities, and independent oversight bodies with authority to
investigate and sanction [31]. Governance should be adaptive, with regular review and updating of
safety requirements based on new evidence and experience.

4.5 Policy Implications

For policymakers, the analysis suggests several priorities. First, the harmonisation of evaluation
standards across jurisdictions to reduce compliance burdens and prevent regulatory arbitrage. Second,
the establishment of independent safety evaluation bodies with authority to verify claims and
investigate incidents. Third, the development of binding requirements for pre-deployment evaluation,
runtime monitoring, and incident reporting for high-risk GPAI systems [29]. Fourth, the creation of
international coordination mechanisms to share information, coordinate responses, and prevent
race-to-the-bottom dynamics [32].

For developers, the analysis suggests that safety and alignment cannot be treated as
afterthoughts. They must be integrated into the full AI lifecycle. Investment in interpretability,
evaluation, and governance capabilities is essential for responsible development [17,28].
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4.6 Limitations and Future Research

Several limitations should be acknowledged. The analysis focuses on technical and governance
approaches in major jurisdictions and may not capture the full diversity of approaches globally. The
rapidly evolving nature of both technology and governance means that some findings may become
outdated quickly. The analysis does not quantify the economic costs and benefits of different safety
approaches.

Future research should conduct longitudinal studies of safety evaluation effectiveness, develop
standardised benchmarks for safety-critical capabilities, and examine the governance of autonomous
AI agents. The interaction between technical safety methods and governance frameworks merits
further investigation, as does the role of international coordination in preventing regulatory
fragmentation.

5. Conclusion

AI safety and alignment in general-purpose AI systems represent one of the most consequential
challenges of the contemporary technological era. The rapid advancement of GPAI systems has
outpaced understanding and governance, creating risks that range from harmful outputs to
catastrophic systemic failures. This paper has examined the technical approaches, evaluation
methodologies, and governance frameworks that constitute the current state of the art.

Three principal technical approaches have been identified: behavioural alignment through
RLHF and Constitutional AI; mechanistic interpretability for internal model understanding; and
scalable oversight for supervising systems that exceed human capabilities. Each approach has
strengths and limitations, and no single approach is sufficient. Evaluation methodologies have
revealed a persistent gap between measured safety and actual safety, with current benchmarks failing
to reliably indicate safety properties [27]. Governance frameworks have emerged at multiple levels,
from the EU AI Act's binding requirements to voluntary industry frameworks and international
coordination efforts [32].

The integrated multi-layered framework proposed here—encompassing pre-deployment
evaluation, runtime monitoring, and incident response—offers a pathway toward more robust AI
safety and alignment. However, the effectiveness of any framework depends on the quality of its
implementation, the independence of its oversight, and the willingness of developers and
policymakers to prioritise safety over speed.

The stakes are high. GPAI systems have the potential to transform economies, advance science,
and improve human welfare. They also have the potential to cause unprecedented harm if not
properly governed. Ensuring AI safety and alignment is not merely a technical problem or a
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governance challenge—it is a fundamental responsibility of the developers, policymakers, and
societies that create and deploy these systems. The window for proactive governance remains open,
but it is narrowing.
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